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INTRODUCTION 

 The number of devices associated with the Internet 
of Things is constantly increasing. According to technology 
research firm Gartner, in 1990, only 3 lakh devices were 
connected to the Internet in the whole world. It increased to 
9 billion in 2013 and 50 billion in 2020. Power Grid Project 
is working to make the electric supply of different states in 
India straightforward. The Internet of Things is being widely 
used. Many of the world’s leading technology companies 
have started investing in the Internet of Things. It is estimated 
that in 20 years the Internet of Things will increase the GDP 
of the world by $ 15 billion. Both the usage and demand of 
wearable Internet connectivity devices (such as smartwatch) 
will increase. In 2016, 27.5 million such variable devices 
were sold in the whole world. [12] Everyone is surrounded 
by an average of 26 items. That is, all these things can be part 
of the Internet of Things. Such as cars, keys, clothing, bikes, 
cameras, shopping, various bill payments, TVs, computers, 
job-production venues etc. For example, as per the doctor’s 
instruction is, this calorie of daily life must be rebutted. 

Some steps may have to be started. But how good is counting 
calories and steppes? The answer is, by the App. [2] Now on 
mobile, there are no such apps, which calculates how many 
calories burned, how many steps have been done, etc. The 
key to health improvement remains on the mobile screen.

How Smartphone can be used?

 Everyone has an average smartphone. On the 
other hand, companies have made mobile Internet (Data) 
more accessible. In India, the ‘Four Generation (Four-G)’ 
network is moving fast. Young people do not run without 
four-yards. But how to use smartphones next time? When 
this question came to technology experts, they found the 
answer. The answer is the Internet of Things. That is to attach 
as many items as possible to the Internet. [13] What is the 
use of mobile phones for anything else? Why did you get the 
convenience of calling, messaging, video calling, sharing live 
location etc ..? A competent phone means that its chip (which 
plays an important role in the operation of any electronic 
device) should be power-efficient. In October, chip makers 
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have worked with American company ‘Qualcomm’ 5-G 
Speed   and have prepared the chips called ‘X-50’ so that they 
can communicate with waves called ‘millimeter waves’.[16]

Consumption will increase- Risks as well!

 It was  the first time that the Internet’s Things 
Guideli n e was released by ‘Groupe Special Mobile 
Association (GSMMA)’ in view of the increased use of the 
Internet of Things. Because the increased use of the internet 
increases the risks as well. Of course, there are many risks, 
including the violation of the privacy, even on the guidelines 

of the I nternet. [14] But then how many people have to 
decide, how much to adopt the Internet in life? The Internet 
of thinn ing is being used to make the home ‘smart home’ 
in the rich countries of America and Europe. How long will 
the fodder in the house start up, how many changes in the 
tempera t ure of the fridge, the delay in the evening, when 
the sma l l bulb instead of the bigger the light. Because all 
these things are connected to the Internet. [11] Such homes 
are increasing, so America now worries. What concerns? As 
more devices are connected to the Internet, it is easy to spy 
around, worry about it.

Figure 1: Revenue spent to IoT - Security
At present, Internet giant companies such as Google and 
Facebook are constantly espousing us. If the mobile number 
has reached the corner of the world, once you search for 
Ahmedabad-Goa flights, then its option of staying in Goa will 
be shown on screen continuously, if you have breakfast in a 
new restaurant, Google will immediately ask if you want to 
write this review? What is the food? How many star will you 
give? Upload a photo? This is all a kind of espionage, but 

as long as we do not see it, we feel like Google is collecting 
information. These dangers will only increase with the 
Internet of Things. [7] Now the rules and norms of how to use 
it are now fixed. Such as the Internet Security Organization of 
the European Union, has become one of the rules that to label 
different types of items connected to the Internet (such as we 
have a nuts and green dot for the vege-non-veg). So far this 
product is online or offline or it is known.

Figure 2: IoT Surroundings
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Security fundamentals for IOT

 Connecting to the Internet systems and devices 
gives people the risk of receiving access to the network’s 
potentially unauthorized access to sensitive data. [15] 
Hacking threats in IOT environments are more severe because 
attackers are trying to control themselves - devices like traffic 
lights, door locks, automobiles, or pacemakers. As more and 
more devices connect to the internet and connect with each 
other, hackers have more potential to negatively influence 
the physical world. These devices touch many details of our 
everyday life, so our privacy is also at risk. [4] Smart TVs 
with built-in cameras are great for video conferencing with 
friends and family, but it’s also a window in your home. 
Similarly, when wearing medical devices are a major step in 
remote patient care, they also leave risky patients to break 
their sensitive medical records. Before we can really benefit 
from the incredible capabilities of the connected ecosystem, 
first of all we should make sure that our devices are safe 
from cyber attack. The main focus point is about threats 
vulnerabilities and risks. [9] The current state of IOT security 
and it is require to look at botnets in the IOT and today’s IOT 
attack vectors as well as regulations in the IOT to include 
security regulations and privacy regulations. 

 Let’s first start with a review of the fundamentals 
of information assurance. When it is about confidentiality, 
generally the thing is talking about keeping data secure from 
eavesdropping. There are many tools that can be used to 
enable confidentiality of our data but one of the primary tools 
is cryptography. 

Integrity protection

 Integrity protections are another critical aspect 
of information assurance. With integrity protections in 
place, we can be assured that the data within a system 
has not been modified or tampered with. [8] Typically 
another cryptographic tool might be used and known as a 
hash algorithm to enable integrity protections with hash 
algorithms. Data imported into the algorithm such as a SHA 
algorithm and what is output is a short string of data. Any 
modifications to the input data would cause the output hash to 
change completely. [10] Authentication protections validate 
that who is sending or receiving the data is who he or she 
says they are. You can enable authentication protections in a 
number of manners. One of those methods is through using a 
digital signature. The output hash is then encrypted using the 
private key of the sender this is known as a digital signature 
and for verification the receiver then decrypt the hash string 
using the public key of the sender and then recalculates the 
hash to validate integrity. 

Non-repudiation

 Non-repudiation is another security service. Non-
repudiation requires both technical and procedural controls 
and can result in an entity not being able to later deny an 
action that entity performed. Finally it’s important to talk 
about availability and in this section the discussion is about 
things like denial of service attacks. Even if your data is 
secured if the system can be taken offline then there is often 
a significant impact. Controls must be put in place to ensure 
that any particular system continues to provide the services it 
was designed to provide. [13] 

Threats, vulnerabilities and risk

 Now let’s talk about the act of compromising a 
system. The ability to compromise a system requires the 
identification of a vulnerability in that system or in the 
surrounding environment.  Some threat actor imagines 
or identify as a threat to a system. The threat is based on 
a vulnerability that can be exploited. Given an identified 
vulnerability the threat actor will plan and execute an 
attack against the system. If successful this will result in the 
compromise of that system. Events do not stop here however 
oftentimes once an attacker gains access to a system they can 
pivot to lateral or higher value systems within an enterprise. 
There are many threats to any particular system and IoT 
devices and systems are no exception there are threats such 
as malicious insider that corrupts the supply chain with 
compromised hardware or a bad guy that purchases and 
reverse engineers an IoT product to identify a firmware flaw. 
To design solutions, it’s important to perform comprehensive 
threat modeling to identify and determine mitigations for the 
unique threats faced by those solutions. [13] 

 Vulnerabilities these are the weaknesses that the 
bad guy to take advantage of to compromise a system. 
Vulnerabilities are ever-present. There can be vulnerabilities 
of the design software even the hardware and even the 
development process itself. That is why the job of security 
engineers those who defend systems is so complex and 
difficult. The  vulnerability could be found in a system that 
the product interacts with. 

 The process of identifying risks and their associated 
mitigations is known as risk management. Risk management 
is not unique to the cybersecurity profession, there are risks 
to program development such as schedule risk and cost risk, 
there are technical risks such as a core component of a system 
not being mature enough. Within cyber security risks can be 
identified based on the results of threat modeling exercises. 
Risks are evaluated based on the likelihood of them occurring 
and the impact of their occurrence by identifying the most 
critical risks those with a high likelihood of occurring and 
a high impact system designers can identify where the most 
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Figure 3: IoT – Security Surroundings

Source: www.all-internet-security.com/mastering-cybersecurity-and-data-privacy-through-online-study/secure-acess/

resources need to be spent on mitigations. Understanding 
the likelihood of a risk must take into account the security 
posture of the system as well as the anticipated skills and 
motivations of potential attackers. A final thought is that the 

risks to an IT system and definitely a cyber physical system 
tend to increase over time this is because these systems are 
often long-lived new vulnerabilities emerge with age.

Authentication of IOT devices

 Here the section talks about authentication and 
secure communication how those can be quickly and easily 
added to your device to ensure that it can be protected from 
cyber-attacks. Any time you connect an embedded device 
to a network it’s going to be subjected to a wide variety of 
security risks and with the IOT it’s all about connectivity, so 
it’s quite easy to know that devices are going to be connected 
and some of the security risks definitely associated. Mainly 
those are eavesdropping attacks, man-in-the-middle attacks 
and unauthorized access or control. [12] Sometimes some 

originations and their sensor networks were attacked was as a 
result of hackers coming in through the corporate network and 
then being able to move unilaterally throughout the control 
network or the operational network without any defenses in 
place and of course in the target data breach. Once hackers 
were inside the network they were able to communicate with 
the embedded devices with impunity in order to control the 
access to our devices. [2] It should be ensure that we’ve 
got both secure communication and authentication securing 
communication is really a matter of adding the right protocols 
to control and encrypt a communication. 

Figure 4: IoT – Security Challenges

Source : Balo, Figen. (2016). Internet of Things: A Survey. International Journal of Applied Mathematics, Electronics and 
Computers. 104-110. 10.18100/ijamec.267197.
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 With device ToS and it’s cousin TLS or Datalink 
TLS are commonly used protocols and embedded devices 
depending on your use case other protocols may be appropriate 
SSH and IPSec are often used in IP networks and many of the 
wireless standards have their own communication security 
protocols in terms of authentication for embedded devices.  
There is really two types of authentication the first is user is 
a human being who’s trying to access the device authorized 
to do so the traditional method is simply to use a password 
management system. The key here is to actually implement 
strong passwords. Every  year there’s a number of new data 
breaches and in which passwords are discovered and if you do 
the research and go read them it’s always the same passwords 
that are used over and over again. They never change people 
are inclined to use the easiest password possible, if you allow 
your users to do this then your devices will be easily breached 
with simple dictionary attacks depending on the device you’re 
building and the nature of its use other types of authentication 
might make sense biometric authentication could be used or a 
second factor authentication mechanism. [9] 

 The other type of identification mechanism is 
machine to machine authentication, so how do you know 
that your device is talking to another machine that’s really 
authorized to perform the action that is trying to perform. 
That is really who it says it is and oftentimes this is done using 
certificates and public key infrastructure. When looking at the 
PKI infrastructure we want to adopt we also have to decide 
what we’re going to use a public or a private certificate 
authority and certificate management. This enables what we 
call worldwide trust and requires external integration with a 
public certificate authority and this model may be appropriate 
for an IOT device. [11] 

 The other approach is to use a private certificate 
authority essentially having a certificate authority that works 
in a closed world so that all the devices that are enrolled 
with that certificate authority can validate each other using 
certificates but without reliance on any external third-party. 
The other factor is that when visits any website, and that 
website doesn’t use a certificate to validate the client it choirs 
meet enter user’s username and password to verify that it is the 
same client who is in the embedded world in the IOT world, 
when we do machine to machine authentication each device 
has a certificate so we can do is called mutual authentication, 
so each device can validate the other obviously a machine to 
machine authentication. [6] You don’t have a user entering a 
password or providing biometric authentication so the two-
way authentication is performed using certificates. In this 
process security is a critical requirement for building IOT 
devices and this includes both secure communication and 
strong indication for users and devices. 

CONCLUSION

 Here’s a discussion about encryption algorithm in 
this paper, IOT, introduction and its use, models, methods 
and security structures and IOT combinations, which the 
researchers previously studied. In addition, we have studied 
the method suggested in the hybrid encryption algorithm used 
in the IOT. We have provided the suggested methodology that 
can improve IOTs via hybrid encryption algorithm. Digital 
certification is considered as a suggested method that is a 
combination of the AES standard encryption algorithm and 
is an integral combination of RSA asymmetric encryption 
algorithm for IOT improvement. This algorithm is high 
speed for key, encryption and decryption and acceptable 
security in IOT. This algorithm is due to multinomial usage 
in encryption, decryption and digital signature to get the 
proper message to the safety message. Algorithms available 
here use less memory due to less financial complexity. This 
algorithm provides encryption with reduced attacks and 
improved security at IOT. The next step in the development 
of cryptographic ciphers for IOT is to either refine the existing 
ciphers or develop new light weight schemes which will help 
improve performance and memory consumption for these 
IOT devices.
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